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Introductions

Jake Valletta

Å10+ years offensive security

ÅFocuses/Interests:
ςMobile Security

ςEmbedded/IoT

ςReverse Engineering

ςNetwork Protocol Analysis

Erik Barzdukas

ÅFocuses/Interests:
ςMobile Platforms

ςEmbedded Devices

ςGhidraTime

Dillon Franke

Å¦ƴŘŜǊƎǊŀŘκaŀǎǘŜǊΩǎ ŀǘ {ǘŀƴŦƻǊŘ 
University

ÅFocuses/Interests:
ςApplication Security

ςStatic Code Analysis

ςReverse Engineering

ςRed Teaming
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Agenda

Å Initial IoT Camera Research

ÅKalayP2P Network

ÅAttacking the KalayNetwork: CVE-2021-28372

ÅDevice Compromise Case Studies

ÅConclusions



©2022 Mandiant 4

Initial Research

ÅResearch started in Fall 2020

ÅGeneral interest in smart cameras
ςPurchased 10+ unique camera models to practice/teach embedded 

security

ςbƻ ǎǇŜŎƛŦƛŎ ƻōƧŜŎǘƛǾŜǎ ƻǘƘŜǊ ǘƘŀƴ άƭŜǘΩǎ ǎŜŜ ǿƘŀǘ ǿŜ Ŏŀƴ ŦƛƴŘΗέ

ÅCommon themes:
ςEmbedded hardware testing

ςMobile applications

ςReverse engineering

ςWeb APIs



Mobile Application Analysis

Å Download app from app store(s)

Å Configure smart camera as a normal user 
would

Static analysis:

Å apktool /baksmali /IDA Pro

Dynamic analysis:

Å rooted/Jailbroken devices

ÅProxy network traffic

Å frida !

Multi -Pronged Approach
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Device Analysis

ÅPhysical attacks & debug interfaces
ς UART/JTAG/chip-off

ÅAnalyze network traffic

Å Find firmware images and analyze with IDA 
Pro/Ghidra

ÅGoals: Focus on getting local shell, apply 
persistence, add additional tools
ς gdb, tcpdump, busybox , frida



Embedded Devices:

ÅActive UART pins with access to 
bootloader (usually Das U-Boot) 
and OS (usually Linux)

ÅNon-encrypted data partitions on 
eMMC + NAND flash

ÅDefault (or widely known) 
credentials

ÅEverything runs as root

ÅNon-encrypted or signed 
firmware images allow research 
without purchasing devices

ÅShared code-base between 
vendors

Looking Ahead ςThe Results
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Mobile Apps:

Å Incomplete/nonexistent 
certificate pinning

Å Lack of platform 
attestation/jailbreak detection

ÅEasier to reverse libraries and 
code

ÅMalware-esquepackers + 
obfuscation

Web APIs:

ÅUnauthenticated endpoints

ÅAppalling error handling

Å Input handling and sanitization

ÅUsername enumeration

ÅWeak password policies

Å Lack of rate limiting

ÅPublic Swagger docs

ÅHTTP (!) + custom AES encryption



ÅEarly network analysis of a particular 
device was unusual
ςZero TCP traffic during an audio/video stream (all 

UDP)

ςNon-standard ports

ςBinary (non-ASCII) looking data

ςNot high entropy

ςPatterns in packet data and packet sizes

First Unique Finding ς²ƘŀǘΩǎ ǘƘƛǎ ¦5t {ǘǳŦŦΚ
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ÅDeveloped by ThroughTek/ƻΦΣ [ǘŘΦ όά¢¦¢Yέύ

Å Taiwanese-based software company

ÅA platform for manufactures/OEMs to enable remote connectivity of smart devices
ςOver 83 Million registered devices and 1.1 billion monthly connections

ςImplemented as an SDK

ς9ŀŎƘ ŘŜǾƛŎŜ ŀǎǎƛƎƴŜŘ ŀ ǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŜǊ όά¦L5έύ

Enter: The KalayNetwork
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Å UDP-based communication
ς Can use TCP in some cases

Å Various encodings on binary data
ς Bit shifting, byte swapping, XOR

On The Wire
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Å!ŘŘƛǘƛƻƴŀƭ ƭŀȅŜǊ ƻŦ ǎŜŎǳǊƛǘȅ ǿƛǘƘ ά5¢[{έ ŦŜŀǘǳǊŜ
ς Versions 3.1.10+ of KalaySDK

ς Wraps AV layer in Datagram Transport Layer Security session 
in PSK mode



TalkinΩ Kalay
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Å Captured hundreds of MB of KalayPCAP data

Å Created a Python implementation of the 
Kalayprotocol (pytutk )

Å Used in conjunction with scapy to do:
ς Transparent encoding/decoding of raw messages

ς Object-Oriented approach to constructing and 
analyzing Kalaymessages

ς Easy to use API to establish connections

Å Allowed us to send messages that looked like 
any node in the network (but mostly Clients 
and Devices)
ς Let the fun begin!



KalayNetwork Topology
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Å Masters:Direct Clients and Devices to the 
appropriate Server

Å Servers: Connect Clients and Device and 
optionally relay traffic as needed

Å Devices: Smart Camera, DVR, Doorbell

Å Clients: Mobile/Desktop Apps



KalayConnection Modes
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Å Network mode selected automatically based on 
network topology / considerations
ς NAT type (Symmetric versus Restricted/PR)

Å Three Modes are Supported 
ς P2P:Device + Client able to communicate directly (across 

network boundaries)

ς RLY:Device + Client require a relay to establish connection 
(e.g. symmetric NAT scenarios)

ς LAN:Device + Client are on same network

Å UID used by Client to establish connection with a 
Device
ςAuthKey(if enabled) also required to establish connection with a 

Device



Authentication Layer
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Å Built in authentication layer for sensitive 
functionality (AV/IOCTRL)
ςMost devices used device-specific username/password

ς5ƛŦŦŜǊŜƴǘ ŎǊŜŘŜƴǘƛŀƭǎ ǘƘŀƴ ŀ ǳǎŜǊΩǎ ƭƻƎƛƴ

Å Multiple layers exist after connection is 
established
ς!ǳŘƛƻ ±ƛŘŜƻ όά!±έύ

ςRPC Interface (known as IOCTRL)

ςProtocol Tunneling (not used frequently)

ςReal-Time Data Transfer (not used frequently)



Parsing Audio / Video
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Device Registration Flow
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Device Registration Flow
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Device Registration Flow
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Device Registration Flow
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Device Registration Flow
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Device Registration Flow
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Revisiting Device Registration Flow
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Å ²ƘŀǘΩǎ ƛƴ ŀ ŘŜǾƛŎŜ ǊŜƎƛǎǘǊŀǘƛƻƴ ƳŜǎǎŀƎŜΚ
ςKalay UID

ςMetadata (MAC address, versions)

ςTimestamps

ςSerial numbers

Å What matters in a device registration message?
ςKalay UID



CVE-2021-28372: Device Impersonation
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Å!ƴȅƻƴŜ ǿƘƻ ƪƴƻǿǎ ŀ ŘŜǾƛŎŜΩǎ ¦L5 Ŏŀƴ 
register that device on the Kalay network
ςAn attacker could compromise up to 83 million IoT cameras

ÅPublished jointly with U.S. Cybersecurity 
LƴŦǊŀǎǘǊǳŎǘǳǊŜ {ŜŎǳǊƛǘȅ !ƎŜƴŎȅ όά/L{!έύ

Å TUTK shared recommendations on their 
website
ςUpdate the TUTK library version

ς¦ǎŜ άAuthKeyέ ŀƴŘ ά5¢[{έ ŦŜŀǘǳǊŜǎ ƻŦ Yŀƭŀȅ ƴŜǘǿƻǊƪ

https://www.mandiant.com/resources/mandiant-discloses-critical-vulnerability-affecting-iot-devices

https://www.mandiant.com/resources/mandiant-discloses-critical-vulnerability-affecting-iot-devices


CVE-2021-28372: Device Impersonation

23



CVE-2021-28372: Device Impersonation
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CVE-2021-28372: Device Impersonation
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CVE-2021-28372: Device Impersonation
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CVE-2021-28372: Device Impersonation
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²ƘŀǘΩǎ bŜȄǘΚ
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ÅCVE-2021-28372 allows us to obtain credentials needed to talk to remote 
devices (bad)
ςImplicit compromise of audio / video data (very bad)

ςUnauthorized use of IOCTRLlayer (maybe bad)

Χ.ǳǘ ǿƘŀǘ ƛŦ ǿŜ ŦƻǳƴŘ ōǳƎǎ ƛƴ ǎǇŜŎƛŦƛŎ ŎŀƳŜǊŀ ƳƻŘŜƭǎκ!tLǎ ǘƘŀǘ ŎƻǳƭŘ ōŜ 
triggered by IOCTRL?
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Case Study #1



Case Study #1:Hardware & Physical Recon
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ÅPopularconsumer IoTCamera

ÅLow cost, targetedfor home use

ÅRecon
ςExposed USB

ςSD card

ÅDevice deconstruction
ςSearchin' for serial (UART)

ÅMapping out components

UART Connection XMC NOR Flash

RX

TX

GND



Case Study #1:Mobile App & Firmware Analysis
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ÅDownloaded and reverse engineered mobile application

ÅLooked for API calls to download camera firmware images
ςUnsigned firmware images!
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Case Study #1:Mobile App & Firmware Analysis Cont.
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ÅGhidratime/searching for system()

ς Focus on input we can control

ÅConsumer IoT devices tend to be "bash scripts in C"

ÅString analysis

ÅExecution from SD Card!

ÅUnsafelyunTARedto local storage

ïOut of datebusyboxtar

ÅPersistence?

ςApp boot processes captured in Bash scripts

Å/mnt/mtd/boot.sh



Case Study #1: Understanding Remote Kalay Functionality
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Å Iterative process
ςRoot device

ςIdentify interesting functionality

ςCapture traffic

ςAnalyze traffic

ςAnalyze firmware

ςWrite parser

ÅIOCTRL functionality of note:

ςControl LED light

ςControl A/V flow

ςGet/set device parameters

ςRemote firmware updates

KalayIOTypefor Firmware Update

KalayIOTypePayload



Case Study #1: RCE - Chaining it All Together
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ÅCreate malicious firmware update package and 
host in Cloud

ÅDevice impersonation (CVE-2021-28372) to steal 
credentials

Å Initiate connection to victim camera and initiate 
firmware update to overwrite boot.sh

ÅReverse shell!



Malicious Firmware Update Remote Code Execution 
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Remediation
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Å Mandiant worked closely with vendor to remediate:
ςAddition of AuthKeyfeature

ςDigitally signing firmware images

ςRemoved SD Card execution

ςProtecting UART connection
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Case Study #2



Case Study #2: Custom Authentication Layer
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Å Uses a custom authentication over YŀƭŀȅΩǎIOCTRL layer
ςDoes not rely on Kalayusername/password auth: hardcoded credentials used

ςUses a challenge/response format with custom encryption

Å Mobile app + frida to understand data packet formats
ςDevice-code is MIPS and not as easy to analyze



Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication

41



Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Sounds Secure?
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Å Custom auth protocol is effective at validating that the Client is a trusted 
ŎƻƴƴŜŎǘƛƻƴΧ

Å However, it assumes that devices cannot be impersonated 
ςOur friend CVE-2021-28372 strikes again!

Å Attack is very similar to general CVE-2021-28372 exploitation with one key 
difference:
ςAttacker needs to somehow leak the secret from either the Client or Device or demonstrate the ability to 

decrypt/encrypt a challenge



Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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