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Who Am I 

• Senior Consultant at Mandiant 

• Mobile security researcher 

• Beer drinker 

• @jake_valletta 
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Motivation & Setup 
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Knockoff Security? 
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https://bluebox.com/business/santa-or-the-grinch-android-tablet-analysis-2014/ 



Why Bother? 

• Are Chinese phones are actually safe for use? 

– Vulnerabilities 

– Malware? 

• Compare security to that of flagship devices 

– Most (major) OEMs are very responsive to security 

• Test my tools! 
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Knockoffs 
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Purchases 

• 5x Chinese brand mobile phones (~$400) 

– JIAKE 

– Leagoo 

– Doogee 

– CUBOT 

– Mpie 

• T-Mobile SIM card ($50/month) 
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Tools of the Trade 

• Device Testing Framework (“dtf”) 

– https://github.com/jakev/dtf 

– https://github.com/jakev/dtfmods-core 

• General Android reversing tools 

– apktool, smali, dex2jar, etc. 

• Drozer (@mwrlabs) 

• Recap (Palindrome) 

• Trustable (Bluebox) 
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Device Testing Framework 

• Modular framework for device exploration 

– Not a vulnerability scanner or exploitation 
framework 

• Helps expose weaknesses on a device 

– Think “nmap” 
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Device Testing Framework 

• Currently 34 modules in GitHub 

• Focuses on: 

– Applications 

– System services 

– Binaries + shared libraries 

– Linux devices (/dev/) 

• “What did the OEMs add or change, and is it 
vulnerable?” 
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Testing Process 
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Automated Scanning 

• Recap for automated vulnerability scanning 

– Performs checks based on versions 

• Trustable for general device misconfigurations 

– Assigns “score” to device 
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Testing with “dtf” 

• Boring pre-processing 
– Pulls data, processes, etc. 

– www.thecobraden.com/projects/dtf/example 
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Applications 

• Exposed Components 

– Activities 

– Services 

– Receivers 

– Content Providers 

• Permission issues 

• Privileged applications 

– Shared user IDs 
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Applications - Components 

• Exposure using sysappdb module 

– Export issues 

– Permission issues 

– Added OEM content 
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Applications - Components 

• Using Drozer to interact with providers 
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Applications - Permissions 

• Missing permissions? 
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Applications - Permissions 

• Missing permissions? 

 

 

 
 

•  permissions module to view permissions 
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Applications - Permissions 

•  permissions to list components secured by 

a permission 
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Applications - Permissions 

•  permissions to show apps requesting 

access to a permission 
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Applications - Permissions 

•  permissions to show apps requesting 

access to a permission 
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Applications -Shared IDs 

•  sharedid to search by shared ID 

• Focus on privileged applications 

– system, radio, phone, media, etc. 
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Frameworks 

• System services 

– Treasure trove of security vulnerabilities! 

• Modifications to “platform.xml” 
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Frameworks 

• Show added frameworks with frameworkdb 

– APIs of frameworks in $BOOTCLASSPATH are 
available to all applications  
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Frameworks - Services 

•  sysservicedb to list OEM added system 

services 
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Frameworks - Services 

•  sysservicedb to list OEM added system 

services 
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Frameworks - Services 

•  sysservicedb to show system service APIs 

– Permissions checks are manual 
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Frameworks - Services 

• Interact with system service APIs 

– Using “service” 

– Using Java app 
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Frameworks - Services 

• Also OEM added methods to AOSP services 
– It’s best to run: dtf sysservicedb diff --all 
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Frameworks - platform.xml 

• Maps Linux GIDs to Android permissions 

– And vice-versa 

•  platformdiff to show modifications 
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System Libraries 

•  libinfo to show JNI interfaces 

–  Also check for “socket” and “ioctl” imports 
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System Libraries 

•  libinfo to show JNI interfaces 

–  Also check for “socket” and “ioctl” imports 

 

 

 

 

 

•  classsearch to find methods 
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System Devices 

•  devdiff to show potentially exposed devices 

– Non-zero “other” 

– Lax “owner/group”  

 

 

https://www.thecobraden.com 34 



Case Study Results 
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General Info 

https://www.thecobraden.com 36 

API/Tree Kernel Preconfigured USB 
Debugging On 

Test Keys 

Doogee 19/KOT49H 3.4.67 No Yes* Yes 

JIAKE 19/KOT49H 3.4.67 Yes Yes Yes 

Mpie 19/KOT49H 3.4.67 Yes Yes No 

CUBOT 19/KOT49H 3.4.67 Yes Yes No 

Leagoo 19/KOT49H 3.4.67 Yes Yes No 

LG (G4) 22/LMY47D 3.10.49 No No No 

* ”Developer options” enabled, USB debugging disabled 



Content on Device? 
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Applications System 
Services 

Framework 
Files 

Pathed 
Binaries 

Shared 
Objects (SO) 

Doogee 104 96 46 249 433 

JIAKE 128 94 45 249 434 

Mpie 122 94 45 247 427 

CUBOT 110 95 45 247 427 

Leagoo 125 95 46 249 446 

LG (G4) 242 152 101 311 778 

Emulator 
(API19) 

67 75 34 194 195 



Content on Device? 
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Applications System 
Services 

Framework 
Files 

Pathed 
Binaries 

Shared 
Objects (SO) 

Doogee 104 96 46 249 433 

JIAKE 128 94 45 249 434 

Mpie 122 94 45 247 427 

CUBOT 110 95 45 247 427 

Leagoo 125 95 46 249 446 

LG (G4) 242 (x2+) 152 (x1.6) 101 (x2+) 311 (x1.2) 778 (x1.7) 

Emulator 
(API19) 

67 75 34 194 195 



Recap Reported Vulnerabilities 
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High Medium Low Total 

Doogee 18 49 16 83 

JIAKE 18 49 17 84 

Mpie 18 49 16 83 

CUBOT 18 49 16 83 

Leagoo 18 49 16 83 

LG (G4) 0 1 0 1 



Trustable Scores 
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Score Rating 

Doogee 7.7 Semi-trustable 

JIAKE 3.5 Suspicious 

Mpie 6.9 Semi-trustable 

CUBOT 6.6  Semi-trustable 

Leagoo 5.9 Semi-trustable 

LG (G4) 8.9 Trustable 



Trustable Scores 
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X = Vuln. 
√ = Not Vuln. 
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Doogee X X √ √ X 

JIAKE X X X √ X 

Mpie √ X X √ X 

CUBOT √ X X X X 

Leagoo √ X X X X 

LG (G4) √ X √ √ X 



Manual Testing – Highlights 
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Vulnerability Rating Affected Area 

Unprivileged FS read using /dev/logo High Devices 

System access – MTK permission High Applications 

System access – “SysOperator” app High Applications 

Unauthenticated screen capture High 
System 
Services 

“AppLock” protection bypass Medium Applications 

“power” system service DoS Medium 
System 
Services 

Homescreen icon control Medium Applications 

Default search engine rewrite Medium 
System 
Services 



H1 - “/dev/logo” FS Read 
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• Anonymous read access to flash 



H1 - “/dev/logo” FS Read 
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H2 - “system” Access w/ MTK 

• Incorrect “protectionLevel” on system 
permission 
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H2 - “system” Access w/ MTK 

• Incorrect “protectionLevel” on system 
permission 

 

https://www.thecobraden.com 46 

C
u
b
o
t 

D
o
o
g
e
e
 

JI
A
K
E
 

L
e
a
g
o
o
 

M
p
ie

 

X X X X X 



H3 - “system” Access w/ “SysOper” 

• Exposed Receiver in system application 
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H4 - Screen Capture 
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M1 - “AppLock” Bypass 
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M2 - “power” DoS 

• Disables screen 

– Hard reboot required 

https://www.thecobraden.com 50 

C
u
b
o
t 

D
o
o
g
e
e
 

JI
A
K
E
 

L
e
a
g
o
o
 

M
p
ie

 

X X X X X 



Conclusions 
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Conclusions? 

• Are Chinese phones actually safe for use? 
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Conclusions 

• Are Chinese phones actually safe for use? 

– No. 

https://www.thecobraden.com 53 



High Level Results 

• Gaping security holes across all devices 

– System level access (multiple vectors) 

– Weak OEM security controls 

–  80+ Kernel vulnerabilities 

• Not nearly as much content added by OEM 

– Most content provided by MediaTek 

• Very similar build across all devices 

– Disappointing for testing 

• Intentional vulnerabilities? 
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Questions? Comments? 
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Contact Me! 

• GitHub: https://github.com/jakev/ 

• Blog: http://blog.thecobraden.com 

• Website: https://www.thecobraden.com/ 

• Twitter: @jake_valletta 
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The End 
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Thanks! 


