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Navigating SEAndroid Trust Relationships 

Exploitation Techniques for Modern Android Devices 
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Who Am I 

Jake Valletta 

 Manager, Professional Services 

 Joined Mandiant in 2011 

- 6 years in Information Security  

- Mobile security, penetration testing, forensics/IR, education 

 Android enthusiast & beer drinker 

 San Francisco, CA 

 @jake_valletta 
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Agenda 

 Introduction to SEAndroid 

 Threat Landscape prior to SEAndroid 

 Platform Exploitation Techniques on Modern Devices 

 Q & A 
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Goals, Hopes & Dreams 

 Help people understand SEAndroid 

- How it works fundamentally 

- How it’s helping secure your Android device 

 Provide a starting point for interested people to get exploring 

 Prove that Android security isn’t terrible. 
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Introduction to SEAndroid 
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Access Controls – DAC vs. MAC 

 Access Controls restrict a subject’s access to an object 

 Discretionary Access Control (“DAC”) 

- Subject can pass controls to another subject 

• Accidentally or intentionally 

- Examples: Linux file permissions (read/write/execute) 

 Mandatory Access Control (“MAC”) 

- Security is governed by a central security policy administrator (i.e. the kernel) 

- Owners are unable to override policy  

- Examples: SEAndroid, TrustedBSD (Apple iOS) 
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Access Controls – Linux DAC Weaknesses  

 “root” user is too powerful 

 Access to objects is entirely at discretion of owner 

 Certain objects lack checks (or can be overridden) 

- Sockets, “ioctl” calls 

- “sudo” users 

 Doesn’t allow fine-grained control 

- Relies on Linux user/group 
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Access Controls – Linux DAC Example  

 Linux file permissions include 9-bits for manipulating file access  
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Access Controls – Linux DAC Example (cont.)  

1. Alice creates a file to store sensitive information 

- By default, Alice owns this file 

2. Alice wants to share the file so that Bob can access it 

- Since Alice owns this file, she is allowed to alter the permissions 

3. Alice sets the “other” permission bits of the file so that other users can read the file 

- Alice doesn’t realize all users can now view this file 

4. Eve finds and accesses Alice’s file 

- Alice is sad 
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SELinux + SEAndroid 

 Security Enhancements for Linux (“SELinux”) 

- Originally developed by NSA in 1989 

 SELinux ported to Android as SE for Android (“SEAndroid”) 

 Introduced by Google into Android Open-Source Project (“AOSP”) in 2012 

- Added to tree in 4.2 (Q4 2012) 

- Enabled in permissive mode by default in 4.3 (Q3 2013) 

- Enabled in enforce mode by default in 5.0 (Q4 2014) 
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SEAndroid Modes 

 Permissive Mode 

- Log all violations 

- Not really doing anything 

 Enforcing Mode 

- Blocks (and optionally logs) violations 

- Required! 
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SEAndroid Goals 

 Restrict high value targets on Android 

- System daemons 

- Devices, sockets, sysfs/procfs 

 Further isolate/sandbox applications 

- Linux DAC + SEAndroid 

 Neuter the “root” user 
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Labels & Rule Format 

 All objects receive a label 

 Domain – Label for a process(es) 

 Type – Label for an object (“myfile”, “testbin_socket”) 

 Class – The category of object (file, socket, property_service) 

 Permission – The operation/action being performed (read, write, open, ioctl) 

allow domains types:classes permissions; 
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myfirstrule.jpg 

 New binary “/system/bin/mytool” needs to read from “/system/etc/mytool.config” 

- “/system/bin/mytool” is labeled as “mytool_file” 

- “/system/bin/mytool.config” is labeled as “mytool_conf” 

 Add a rule to create the mapping: 

 

allow mytool_file mytool_conf:file { read }; 
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Rules, Rules, Rules 

 Rules are defined in “*.te” files 

 Google provides a working starting point for OEMs 

- Macros 

- Dozens of “*.te” files 

- Class definitions 

 OEM/ODM/SoC vendors will need to add and change content per device 

- We’ll be focusing on this later 
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Compiling Rules 

Loaded on 

phone 
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Files of Interest 

 /sepolicy – Binary policy containing rules 

 /file_contexts(.bin) – Labeling rules for files 

 /service_contexts – Labeling rules for system services 

 /property_contexts – Labeling rules for properties 

 /system/etc/security/mac_permissions.xml – Labeling rules for applications 
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Attacking Android without SEAndroid 
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Darker Days: Race to “root” 

 Attacking Android used to be a race to “root” 

- Many core Android daemons run as “root” 

- “root” can load kernel modules 

 Usually required 1-2 exploits to compromise a device 
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Darker Days: GingerBreak 

 CVE-2011-1823 / “GingerBreak” 

 Exploits volume manager daemon (“vold”) which runs as “root” 

 Third-party application  “root” user (1 exploit) 
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Darker Days: GingerBreak 

1. Obtain PID of “vold” process => Read “/proc/pid/cmdline” 

2. Obtain addresses of “vold” => Walk Global Offset Table 

3. Send netlink message to “vold” => Open AF_NETLINK socket 

4. Trigger exploit code to run => sendmsg() + non-system binary executed 

5. Exploit code remounts drive  => remount + chmod()/chown() 

6. Execute final priv. esc. payload => execute “setuid” binary 
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Darker Days: GingerBreak vs. SEAndroid 

1. Obtain PID of “vold” process => Read “/proc/pid/cmdline” [Blocked] 

2. Obtain addresses of “vold” => Walk Global Offset Table [Blocked] 

3. Send netlink message to “vold” => Open AF_NETLINK socket [Blocked] 

4. Trigger exploit code to run => sendmsg() + non-system binary executed [Blocked] 

5. Exploit code remounts drive  => remount + chmod()/chown() [Blocked] 

6. Execute final priv. esc. payload => execute “setuid” binary Allowed? But still running same 

context… 
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Darker Days: WeakSauce 

 Local privilege escalation to “root” through unprotected UNIX socket + daemon 

 Introduced by HTC-branded devices 

 Found and reported by @jcase as “WeakSauce” in 2014 

 Third-party application (with INTERNET permission)  “root” code execution (1 exploit) 
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Darker Days: WeakSauce vs. SEAndroid 

 Local privilege escalation to “root” through unprotected UNIX socket + daemon 

 Introduced by HTC-branded devices 

 Found and reported by @jcase as “WeakSauce” in 2014 

 Third-party application (with INTERNET permission)  “root” code execution (1 exploit) 

Socket interactions in “/dev/socket/” restricted by default SEAndroid policy 
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Darker Days: CVE-2016-2060 

 Local privilege escalation in “netd” daemon to “radio” user on Qualcomm SoC devices 

- Hundreds of devices 

- Android 2.3 – 5.0 (5 years+) 

  Reported to Qualcomm by Mandiant in May 2015 

 Third-party application  “radio” user (1 exploit) 
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Darker Days: CVE-2016-2060 

 CVE-2016-2060 allows… 

- Access to contact and SMS/MMS DB 

- Access to radio baseband devices 

- Privileged filesystem access 

- Alter/influence network stack 

- Ability to modified privileged system properties 
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Darker Days: CVE-2016-2060 vs. SEAndroid 

 CVE-2016-2060 allows… 

- Access to contact and SMS/MMS DB 

- Limited access to radio baseband devices 

- Privileged filesystem access 

- Alter/influence network stack 

- Limited ability to modified privileged system properties 
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Exploitation Techniques for Modern Devices 
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Rube-Goldberg Reality 
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Target the Context, not the User 

 Key questions to ask: 

- What’s our objective? 

- What have the OEMs added? 

- Has AOSP policy been altered? 
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Step 1 – Obtain SEAndroid Files 

 Use Android Debugging Bridge (“adb”) 

- “shell” user is able to pull policy files  

 Most files are cleartext 

- “file_contexts” was converted to binary format in Nougat 

- https://github.com/jakev/sefcontext-parser 

 “sepolicy” file is another story…  

https://github.com/jakev/sefcontext-parser
https://github.com/jakev/sefcontext-parser
https://github.com/jakev/sefcontext-parser
https://github.com/jakev/sefcontext-parser
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Step 2 – Pick a Target 
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Step 3 – Parse “sepolicy” 

 Goal is to use `sesearch` to run queries against “sepolicy” 

 Parsing “sepolicy” rules file is surprisingly difficult 

- Google has deviated from SELinux project and is not merging upstream 

- There is no clear build chain for building Google’s port of libsepol 
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Step 3 – Parse “sepolicy” (cont.) 
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Step 3 – Parse “sepolicy” (cont.) 
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Step 3 – Parse “sepolicy” (cont.) 

 Finally can use `sesearch` utility against rule file to run queries 
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Step 4a – Map to a File/Service/Property 
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Step 4a – Map to a File/Service/Property 

 Properties can lead to privilege escalation 

- “default_ctl_prop” labeled properties can start/stop “init” services 

- “system_prop” labeled properties can alter a lot of things normal apps shouldn’t be able to 

- Look for non-AOSP properties!!! 
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Step 4a – Map to a File/Service/Property 

ro. == “read only” 

Non-AOSP! 
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Step 4b – Determine Privileged Contexts 

 Special type of class: “capability” 

- dac_override – Ignore DAC checks (!!) 

- dac_override_read – Ignore DAC read checks 

- sys_module – Load kernel modules (!!) 

- fowner – 5 capabilities in one - Override all file owner requirements (e.g. for chmod, setxattr)  

 

 

Full list: https://selinuxproject.org/page/ObjectClassesPerms 

https://selinuxproject.org/page/ObjectClassesPerms
https://selinuxproject.org/page/ObjectClassesPerms
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Case Study: CVE-2017-3748, 3749, 3750 

 Series of vulnerabilities that lead code execution as “root” on (a lot of) Lenovo devices 

- “root” user and very powerful context 

 Reported to Lenovo by Mandiant in 2016 
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Case Study: CVE-2017-3748, 3749, 3750 

 Target: “/system/bin/nac_server” 

- Running as root and “nac_server” SEAndroid domain 

- Listens on local UNIX sockets for commands 

- Executes files in ultra powerful “root_channel” context 

- Incorrectly validates incoming commands (CVE-2017-3748, CVE-2017-3750) 

Access to socket blocked by SEAndroid! 
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Case Study: CVE-2017-3748, 3749, 3750 

 Use `sesearch` to determine who can access socket 

- Only “system_app” or “platform_app” 

 Need code execution in a system application 

- Local backups enabled in Lenovo “Idea Friend” application (CVE-2017-3749) 
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Case Study: CVE-2017-3748, 3749, 3750 

 Still not a complete compromise!! 

- Can’t disable SEAndroid 

- Can’t remount file systems 
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Closing Thoughts 
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Wrap Up 

 If you’re phone was released after 2014, you’re likely being protected by SEAndroid 

 SEAndroid has greatly complicated the attack surface for compromising a device 

 Exploitation is no longer as “find a root process and exploit it” to fully compromise a device 
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Additional Resources 

 “The Case for Security Enhanced (SE) Android”, 2012 

- Stephen Smalley, NSA 

 “Honey, I Shrunk the Attack Surface”, 2017 

- Nick Kralevich, Google 

 SEAndroid Wiki: 

- http://selinuxproject.org/page/NB_SEforAndroid_1 

- http://selinuxproject.org/page/NB_SEforAndroid_2 

 Android Documentation: 

- https://source.android.com/security/selinux/ 

 

http://selinuxproject.org/page/NB_SEforAndroid_1
http://selinuxproject.org/page/NB_SEforAndroid_1
http://selinuxproject.org/page/NB_SEforAndroid_2
http://selinuxproject.org/page/NB_SEforAndroid_2
https://source.android.com/security/selinux/
https://source.android.com/security/selinux/
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Questions & Answers 
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Contact Me 

 Email 

- jake.valletta@mandiant.com 

- javallet@gmail.com 

 Twitter 

- @jake_valletta 

 Additional Content by Me 

- FireEye Threat Research Blog 

- https://blog.thecobraden.com/ 

- https://www.thecobraden.com/  

- https://github.com/jakev/ 

 

https://blog.thecobraden.com/
https://www.thecobraden.com/
https://github.com/jakev/
https://github.com/jakev/
https://github.com/jakev/

